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In May 1999, the Royal Society hosted a meeting to discuss aspects of the control of biological weapons with the National Academy
of Sciences (United States) and the Acadèmie des Sciences (France). Following the meeting, the Royal Society decided to prepare a
document that would examine this topic from a UK perspective, and which would inform policy-makers and the public about the
measures required to counter the threat posed by biological weapons to civilian populations.

The main message to arise from this study is that the threat from biological weapons must be taken seriously, but it is equally
important not to cause undue alarm by exaggerating it. It is our conviction that co-ordinated national contingency arrangements
must be made in the UK for dealing with a possible attack. In addition, every effort must be made to conclude successfully the
negotiations over the Protocol for verification of the Biological Weapons Convention, which offers the best opportunity for reducing
the possibility of biological weapons being used in warfare or terrorism.

We commend this document to UK policy-makers at national and local level in both civilian and military administrations, and to the
wider public who should be aware not only of the threat from biological weapons, but also of the measures that can, and are, being
taken to counter it.

Sir Aaron Klug OM PRS
President
Royal Society

July 2000
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Foreword





The possible use of biological weapons (BW) is a matter of
national and international importance. In May 1999, the Royal
Society considered BW in conjunction with representatives of
the National Academy of Sciences (United States) and the
Acadèmie des Sciences (France). As a result, the Royal Society
decided to publish this report about the main issues affecting
the control of BW. It is primarily concerned with the use of BW
against civilian, rather than military, targets and deals with three
topics:

• The nature of BW, their effectiveness and an assessment of
the agents that are most likely to be used.

• International control measures: The Biological Weapons
Convention (BWC) and its projected Protocol.

• National control measures: Management of the
consequences of BW attacks on civilians.

Details of these topics are covered in Appendices 1-3. Appendix
4 lists the members of the Royal Society working group on
biological weapons that produced this report.

The overall recommendations are:

• Mercifully, the scale of effectiveness of BW against human
populations in war and by terrorist attack has not been
proven in practice. While it would be irresponsible to be
complacent about the possible effects of BW, it would also
seem prudent not to overestimate them.

• As a basis for the management of the consequences of BW
attacks and for ensuring balanced and accurate information
about them, a scientifically sound and realistic assessment of
these effects should be made by a panel of government and
independent scientists.

• The agents that are most likely to be deployed by particular
aggressors or terrorists should be assessed from intelligence

data and scientific knowledge of the properties of the
agents, and the possibility of attacks with unexpected agents
should be kept in mind.

• The Royal Society could support the BWC Protocol for
verification by providing independent advice on the
application of the latest scientific developments and by
encouraging the co-operation of industry in finding a
solution to the problem of on-site visits.

• International consultations are needed to establish a
procedure for dealing with transgressors of the BWC.

• To manage the consequences of a BW attack on civilians, an
overall structure is needed within which attacks by specific
agents can be handled. Collaborative plans should be set up
between the police, public health authorities, the clinical and
hospital services, the intelligence agencies and the military.
The authorities who would co-ordinate the local and national
responses should be made clear. These plans should be
tested in simulated attacks. 

• Detection of BW attacks should be based on the existing civil
arrangements in the United Kingdom for dealing with
natural outbreaks, and advice from the military on specific
agents.

• Key medical staff should be trained to recognise diseases
caused by BW.

• The UK Government should consider the need for making
special arrangements to obtain stocks for countermeasures
against the BW agents that are most likely to be used.

• Attempts should be made to reduce panic by issuing
accurate information to the public and the media.

• Analyses of attacks should be made and documented to aid
future responses.
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The Royal Society considers and forms views on important
scientific matters that affect the community in order to provide
information and independent advice to scientists, the public
and government departments. At present, the possible use of
biological weapons (BW) is a matter of national and
international concern. Many of the aspects are scientific. In
1994, after the potential threat from BW had been underlined
by the Gulf War, the Royal Society published a report on
Scientific Aspects of Control of Biological Weapons. This report
was comprehensive and highly technical. It was intended to be
read by the scientific community and those government
officials engaged in national and international efforts to control
BW. 

In May 1999, the Royal Society considered BW again in
conjunction with representatives of the National Academy of
Sciences (United States) and the Acadèmie des Sciences
(France). As a result, the Royal Society decided to publish a
document, in a less technical form than its 1994 report, about
the main issues affecting the control of BW. This new document
has been endorsed by the Council of the Royal Society. It does
not necessarily represent the views of the National Academy of
Sciences and the Acadèmie des Sciences . This document should
help the public and government officials, as well as scientists, to
understand the threat from BW, and it makes recommendations
for coping with it.

This document is primarily concerned with the use of BW
against civilian, rather than military, targets and deals with three
topics:

• The nature of BW, their effectiveness and an assessment of
the agents that are most likely to be used.

• International control measures: The Biological Weapons
Convention (BWC) and its projected Protocol.

• National control measures: Management of the
consequences of BW attacks on civilians.

Appendices 1-3 cover these topics in detail. Military aspects are
not considered, although parts of the topics listed above require
liaison with military establishments. Appendix 4 lists the
members of the Royal Society working group on biological
weapons that produced this document.

1 The nature of BW, their effectiveness and an
assessment of agents that are most likely to be used 

Biological warfare can be waged against human populations,
crops and farm animals. Only those BW that directly affect
human populations are considered here.

1.1 The nature of BW

BW include living micro-organisms and toxins (non-living
poisons of biological origin) that are intended to be spread
deliberately in aerosols, food or water to cause disease, death or
other harm to man, animals and plants. They are potentially a
serious threat. In the past, about 25 naturally occurring micro-
organisms (bacteria and viruses) and toxins have been
considered for use as BW.

Most of these agents can be spread by aerosols (eg Bacillus
anthracis) and some by food or water (Vibrio cholerae,
Salmonella typhi). They include highly infectious agents (Yersinia
pestis, smallpox virus) and those not normally transmissible
between humans (Bacillus anthracis). Many of them have been
used in experimental BW trials with animal models and some
have been made into weapons.

Over the last decade, genetically-modified potential agents
have been made possible by advances in biotechnology. Micro-
organisms and toxins can be made more effective or able to
overcome medical countermeasures. Also, knowledge of the
human genome and technical advances in gene therapy and
delivery systems may lead to harmful manipulation of gene
expression in people; some have even claimed that it might be
possible to target ethnic groups. However, these developments
are some years away and in some cases are likely to be more
fictional than real.

There is increasing concern over the possible use of BW for
three reasons. First, there is fear of the unknown effects of new
agents that might be produced by genetic manipulation.
Second, production of BW is relatively cheap and easily
concealed under the cover of peaceful activities (eg in
pharmaceutical plants), so the weapons could become
attractive to those nations with low budgets seeking a counter
to nuclear weapons. Third, living BW seem to be particularly
suitable for certain forms of terrorism. Given the relevant
technology, they are simple to produce in small quantity. Their
slow action allows the perpetrators to escape before the effects
are apparent. They could be used for either maverick or state-
sponsored terrorism.

1.2 The effectiveness of BW

Unlike nuclear and chemical weapons, the effectiveness of BW
spread in aerosol form against human populations in war or by
terrorist activity has not been proven (see Appendix 1).
Mercifully, the impact of BW has not been demonstrated in
practice. Estimates of the possible effects of BW come from
experiments with animal models.

Micro-organisms and toxins may be lethal or infectious to all
of a population if administered by injection or orally, but
achieving such effects by spread of aerosols in the field is a
different matter. Observations on naturally-occurring and
experimental infectious diseases indicate that those BW that
may be available now or in the near future are unlikely to have as
devastating an effect on human populations as nuclear
weapons. The use of BW would cause sickness and some of the
agents would cause death in a proportion of the population.
Perhaps some would spread to cause wide-scale epidemics.
While it would be irresponsible to be complacent about the
possible effects of BW, it would also seem prudent not to
overestimate them.

The use of BW in war or terrorist activity would probably cause
some panic, with consequent disruption of public services. This
would occur to some extent even if the number of casualties was
small. However, almost certainly, the panic would be greater if the
possible effects of BW had been exaggerated beforehand.
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As a basis for managing the consequences of BW attacks and
for issuing balanced and accurate information, there should be
a scientifically sound and realistic assessment of the possible
effects of those BW that are most likely to be used. This will not
be easy because many BW produce diseases that are rare under
normal circumstances in the UK, so relevant and reliable
information on their effects will be limited. Independent, as well
as government, scientists should be involved in this assessment.
Attention must be given to clinical and epidemiological data of
natural human infection as well as the results of aerosol
experiments with animal models. Computer modelling of
aerosol cloud travel in different situations and of human
epidemics should be used. Also, it may be possible to model
mathematically the progression of infection in individuals. It is
probable that such assessments are being conducted in
government laboratories, so it would be helpful if these
laboratories could share as much information as security
considerations would allow.

1.3 Assessment of the BW agents that are most likely to be
used

Although any of the agents listed in Appendix 1 could be used,
as well as others including those produced by genetic
manipulation, an analysis of the capabilities and intentions of
each potential perpetrator may indicate that the number of
agents likely to be deployed would be sufficiently small to make
the preparation of tailored contingency plans feasible. Risk
assessment should aim to determine:

• the agents that are most likely to be used by each probable
aggressor country or known terrorist group;

• the means of delivery that each might use;
• the probable effects of an attack and the response to it; and
• the probable intent of the attacker.

The possibility of an attack by an unexpected agent must be
kept in mind but, even if such an attack occurred, having
procedures to detect, and therefore exclude, a range of known
agents would narrow the field and might help in identifying the
unknown agent. The assessment should be based on intelligence
data about the capabilities of potential aggressor states and terrorist
groups to produce and deploy BW, and on the latest scientific
information about the nature and properties of the agents in
relation to producing agents and turning them into weapons. The
assessment would require the co-operation of intelligence agencies
and military establishments that deal with BW.

1.4 Conclusions

• In the past, only naturally occurring micro-organisms and
toxins have been considered for BW. Over the last decade,
the derivation of additional agents has become possible
through advances in genetic manipulation and other
biotechnology, a trend that will continue in the future.

• There is increasing concern about the possible use of BW
because terrorists and poor nations seeking an alternative to
nuclear arms may find them attractive.

• BW are potentially a serious threat, but mercifully the scale of
their effectiveness against human populations in war and by
terrorist attack has not been proven in practice. Observations
from natural infectious disease indicate that BW are unlikely
to have as devastating an effect on human populations as
nuclear weapons.

• Exaggerating the possible effects of BW could increase panic
that would be likely to occur to some extent even if the
number of casualties is small. A scientifically sound and
realistic assessment of the effects in humans of the agents
that are most likely to be used should be made as a basis for
managing the consequences of BW attacks and for ensuring
balanced and accurate information about them.

• The agents that are most likely to be deployed by particular
aggressors or terrorists may be relatively few in number.
Analyses should be made, based on scientific knowledge of
the properties of the agents and intelligence data about
those countries and known terrorist groups that might attack
the UK. However, it must be kept in mind that unexpected
agents might be used.

2. International control measures: The Biological
Weapons Convention and its projected Protocol

The Biological Weapons Convention (BWC), which is intended to
prevent the developing, testing, production and stockpiling of BW,
was agreed in 1972. Most, but not all, nations have signed it,
and/or the 1925 Geneva Protocol which prohibits use of BW. At
present, attempts are being made to strengthen the BWC by
establishing a verification Protocol that would deter acquisition of
BW and allow detection of infringements. The overall constraint
on achieving success is that the technology has a dual use. The
knowledge of microbiology and biotechnology, and the research
facilities and production plants, needed for the development of
BW are similar to those required to produce vaccines, drugs and
agrochemicals. Thus, development of BW can be concealed under
the cover of peaceful activities. Three measures are envisaged for
the verification Protocol:

• declarations of information about biological facilities that
could be used for the development or production of BW;

• on-site visits to these facilities by internationally appointed
inspectors to check the declarations;

• and procedures for investigating possible infringements.

The progress of the negotiations is slow.

2.1 The core problems of verification

Two main problems face the negotiators of the verification
Protocol. The first is to ensure that the Protocol keeps up with
scientific and technological advances, especially in relation to
recognising future “other biological agents” in the broad
General Purpose Criterion for defining BW under Article I of the
Convention. As mentioned in Section 1.1, these agents could
include those arising from manipulation of microbial and/or host
gene expression by the latest genetic technologies.

The second is to prevent the application of dual-use
biotechnology to the development of BW without damaging
beneficial applications in medicine, agriculture and
environmental management. A major challenge in achieving
this is to design on-site inspection procedures that include
talking to staff, but that minimise the risks of revealing
commercial and national secrets. At present, some parts of
industry are reluctant to accept on-site inspections in forms that
they could not control.

The Royal Society could supply up-to-date independent
scientific advice for defining “other biological agents”. On-site
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inspections need a sensible definition of triggers for deciding
which facilities are to be inspected, and acceptable surveillance
procedures. Both need scientific advice and the active and
constructive involvement of biotechnology-based industry.
Surveillance operations should be applied universally and with
equity over small and large enterprises, within industry,
government and academia. Properly trained, neutral, full-time
inspectors with a diplomatic approach, similar to those who are
available to support the Chemical Weapons Convention, are
essential. Only in this way can the co-operation of industry be
obtained.

The Royal Society could encourage co-operation between
industrial management and potential inspectors. It could also
provide independent scientific advice on surveillance
procedures. Recent advances in biotechnology should be used
to devise sensitive and specific methods for detecting BW with a
minimum occurrence of false positives. Novel surveillance and
detection tools will be needed to deal with “other biological
agents” that may emerge in the future. Also, the possible use of
remote sensing by ground, airborne, and satellite sensors should
be kept in mind for revealing more about the manufacture and
transport of large quantities of BW materials and their delivery
systems.

2.2 Dealing with illicit activities

An effective verification regime for the BWC may expose illicit
activity by a State Party, but this could not be stopped unless the
Party agreed. The question arises, therefore, of how the
international community should deal with nations that persist in
developing BW or have actually used them. Obtaining
agreement on a procedure to adopt for transgressors is essential
for controlling BW. However, negotiations for such a procedure
may take as long as those for a verification regime. Article VII of
the BWC deals with the situation to some extent. It states: “Each
State Party to the Convention undertakes to provide or support
assistance in accordance with the United Nations Charter, to any
Party of the Convention which so requests, if the Security
Council decides that such a Party has been exposed to danger as
a result of a violation of the Convention”. Also, there is a recent
proposal to prohibit biological and chemical armament under
international criminal law. Non-state sponsored terrorist activity
is not covered directly by the BWC. The first step in trying to
control it is for individual states to enact national legislation
prohibiting and criminalising such activity.

2.3 Conclusions

• Attempts to establish a verification Protocol for the BWC are
based on declarations of facilities that could be used to
develop BW, on-site inspections and investigation of possible
infringements. Progress is slow but the Royal Society
encourages the Parties involved to conclude successfully
negotiations over the Protocol as a matter of urgency.

• One core problem is keeping up with scientific advances so
that biological agents that might be used in the future can be
anticipated and suitable methods of detection devised.
Another is to ensure that dual-use biotechnology is not
employed to develop BW. This will require procedures that
minimise the risk of revealing commercial and national
secrets and do not damage beneficial applications of the
technology.

• The co-operation of the pharmaceutical and biotechnology
industries is essential and can be gained only through high
level discussions with industrial management, particularly

about sensible triggers for deciding which facilities should be
inspected, and surveillance procedures that are acceptable,
neutral and diplomatic.

• The Royal Society could support the BWC Protocol for
verification by providing independent scientific advice on the
application of the latest scientific developments.

• There is no internationally agreed procedure for dealing with
transgressors of the BWC. This should be negotiated.

3. National control measures: Management of the
consequences of BW attacks on civilians

An effective response to a BW attack will depend on accurate
scientific advice about the agents, their effects and
countermeasures, efficient civil incident management, and a
sound public health and medical infrastructure. An overall
structure involving scientific, administrative and medical
measures is needed, together with reliable contacts with
intelligence sources and appropriate military establishments.
The requirements for individual BW can be addressed within the
general structure. The methods for assessing which agents
might be used and their effects have been discussed in Sections
1.1, 1.2 and 1.3.

3.1 Detecting outbreaks

The detection of a BW attack should involve the existing
arrangements in the United Kingdom for handling natural
outbreaks of infection. The national surveillance centres (the
Public Health Laboratory Service Communicable Disease
Surveillance Centre in London and the Scottish Centre for
Infection and Environmental Health in Glasgow) should receive
intelligence advice from the military about the biological agents
that are most likely to be deployed. They should be alerted
whenever intelligence suggests an increased risk of attack.
Selected laboratories should be given training in methods for
rapid identification. Clusters of undiagnosed infectious disease
should be reported immediately to designated departments of
the national surveillance centres.

3.2 Clinical care

Clinical care could be difficult. Medical staff would be unfamiliar
with many of the diseases caused by BW, so appropriate training
for key medical staff is essential. There may be lack of facilities
for isolating infectious cases and possibly shortages of
antibiotics and other countermeasures. The possibility of
dealing with a previously unknown infectious disease must be
kept in mind. In the case of a large scale attack, when facilities
for care may be limited, plans should be made to identify the
persons most in need of care. Plans to establish a cordon
sanitaire and decontamination would be needed, depending on
the nature of the agent. For key facilities, sterilisation of
incoming air might be considered.

3.3 Provision of stocks of countermeasures

Provision of national vaccine banks and stockpiles of antibiotics
against BW for civilian use will be difficult. Advances in
biotechnology provide the potential for producing vaccines,
antibiotics and antitoxins against BW, but the cost would be
high. Efficacy testing in humans could not be accomplished for
such rare diseases. The risks and benefits of different scales of
vaccination would need to be measured for particular agents. It
is not possible to provide protection of all civilians against all BW,
nor for all persons exposed to a major attack with any given
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agent. The overall conclusion is that only limited stocks of
countermeasures for a few of the most likely BW can be
accumulated. This should be put into operation, but can it be
accomplished? Industry is normally not interested in countering
rare exotic diseases, so special arrangements would need to be
made by government. These could be made either with industry
or in a specially designated government laboratory. Possible
international co-operation on the production of vaccines and
neutralising antibodies should be explored.

3.4 Minimising panic

As discussed in Section 1.2, the main deleterious effect of a BW
attack may be panic with consequent disruption of civilian
services. This may be reduced by the following measures. Before
an attack, key people such as police, medical staff, nurses,
teachers and firemen should be informed on a regular basis
about the properly assessed effects of BW (see Section 1.2) and
the available countermeasures. Also, consideration should be
given to providing balanced and accurate information to the
general public, as appropriate. If an attack occurred, simple
explanatory pamphlets ready for issue may be useful, but
erroneous or irrelevant information, which might erode the
confidence in the authorities, must be avoided. Communication
with the Press and other media must aim at avoiding
sensationalism. This may be mitigated by a rapid, highly visible
and co-ordinated response from the authorities and well-
informed Press Officers who know what is being done to cope
with the incident.

3.5 An analysis of the attack

The main features of the attack (eg the BW used, the number
and outcome of clinical and sub-clinical cases, the numbers of
BW micro-organisms found in food, water and air samples, the
reactions of the public and the media, and the nature and
effects of control measures) should be documented. This would
secure hard data to optimise the response to subsequent
attacks.

3.6 Co-ordination of the efforts of different government
authorities

Effective countering of a BW attack would need co-ordination
of the efforts of the police, public health authorities, intelligence
services and the military. The responsibilities of each authority
should be defined and lines of communication established
before an attack. Collaboration plans should be prepared and
tested in simulated attacks.

3.7 Conclusions

• To manage the consequences of a BW attack on civilians,
overall co-ordination involving scientific, administrative and
medical measures is needed, with appropriate military
intelligence and advice.

• Detection of BW attacks should be based on the existing civil
arrangements in the United Kingdom for dealing with
natural outbreaks and advice from the military of specific
biological agents.

• Clinical care could be difficult in the event of a large scale
attack. Key medical staff must be trained to recognise
diseases caused by BW.

• It is not possible to provide protection of all civilians against
all BW, or even one BW. Only limited stocks of
countermeasures against a few of the most likely BW can be

accumulated. This should be done either by special
arrangements with industry or by designated government
laboratories.

• Measures should be taken to minimise panic by informing
the public and key people of the properly assessed effects of
BW and available countermeasures. Attempts should be
made to mitigate sensationalism.

• An analysis of an attack should be documented to aid the
response to an attack on a future occasion.

• The efforts of different government departments should be
co-ordinated, and collaborative plans should be tested
through simulated attacks.

4 Overall recommendations

• Mercifully, the scale of effectiveness of BW against human
populations in war and by terrorist attack has not been
proven in practice. The possible effects of BW should not be
exaggerated as this could increase the panic that is likely to
occur even if the number of casualties is small.

• As a basis for the management of the consequences of BW
attacks and for ensuring balanced and accurate information
about them, a scientifically sound and realistic assessment of
these effects should be made by a panel of government and
independent scientists.

• The agents that are most likely to be deployed by particular
aggressors or terrorists should be assessed from intelligence
data and scientific knowledge of the properties of the
agents, and the possibility of attacks with unexpected agents
should be kept in mind.

• Progress on the BWC Protocol for verification is slow, but the
Royal Society encourages the Parties involved to conclude
successfully their negotiations as a matter of urgency. The co-
operation of the pharmaceutical and biotechnology
industries is essential and can be gained only through high
level discussions with industrial management.

• The Royal Society could support the BWC Protocol for
verification by providing independent advice on the
application of the latest scientific developments.

• International consultations are needed to establish a
procedure for dealing with transgressors of the BWC.

• To manage the consequences of a BW attack on civilians,
collaborative plans should be set up between the police,
public health authorities, the clinical and hospital services,
the intelligence agencies and the military. The authorities
who would co-ordinate the local and national responses
should be made clear. These plans should be tested in
simulated attacks.

• Detection of BW attacks should be based on the existing civil
arrangements in the United Kingdom for dealing with
natural outbreaks, and advice from the military on specific
agents.

• Key medical staff should be trained to recognise diseases
caused by BW.

• The government should consider the need for making special
arrangements to obtain stocks for countermeasures against
the BW agents that are most likely to be used.

• Attempts should be made to reduce panic by issuing
accurate information to the public and the media.

• Documented analyses of attacks should be made to aid
future responses.

4 | July 2000 | Measures for controlling the threat from biological weapons



The nature of biological weapons, their
effectiveness and an assessment of agents that are
most likely to be used

H Smith, P Biggs, D Kelly, J Smith and PG Blain

1 Introduction

Biological warfare can be waged against human populations,
crops and farm animals. Only those biological weapons (BW)
that directly affect human populations are considered here.

2 The nature of BW

BW include living micro-organisms and toxins (non-living
poisons of biological origin) that are intended to be spread
deliberately in aerosols, food or water to cause disease, death or
other harm to humans, animals and plants [1]. They are
potentially a serious threat. In the past only naturally occurring
micro-organisms and toxins were considered for use as BW
(Table 1).

Most of these agents can be spread by aerosols (eg Bacillus
anthracis) and some by food or water (eg Vibrio cholerae,
Salmonella typhi). They include highly infectious agents (Yersinia
pestis, smallpox virus) and those not normally transmissible
between humans (Bacillus anthracis). Many of them have been
used in experimental BW trials with animal models and some
have been made into weapons.

Over the past decade, genetically-modified potential agents
have been made possible by advances in biotechnology. Micro-
organisms and toxins can be made more effective or able to
overcome medical countermeasures. Also, knowledge of the
human genome and technical advances in gene therapy and
delivery systems, may lead to harmful manipulation of gene
expression in people; some have even claimed that it might be
possible to target ethnic groups. However, these developments
are some years away and in some cases are likely to be more
fictional than real.

There is increasing concern over the possible use of BW for
three reasons. First, there is fear of the unknown effects of new
agents that might be produced by genetic manipulation.
Second, production of BW is relatively cheap and easily

concealed under cover of peaceful activities (eg in
pharmaceutical plants), so the weapons could become
attractive to those nations with low budgets seeking a counter
to nuclear weapons. Third, living BW seem to be particularly
suitable for certain forms of terrorist activity. Given the relevant
technology, they are simple to produce in small quantity. Their
slow action allows the perpetrators to escape before the effects
are apparent. They could be used for either maverick or state-
sponsored terrorism.

3 The effectiveness of BW

The effectiveness of BW in war has not been as clearly
demonstrated as it has for nuclear and chemical weapons. In the
period 1932-45, BW were deployed by the Japanese against
Chinese troops and civilians, apparently in an experimental
fashion [2]. Water supplies and food were contaminated with
typhoid, paratyphoid, cholera and dysentery bacilli. Plague
infected fleas were spread. Some epidemics occurred that have
been attributed to these BW, but their differentiation from
outbreaks of natural endemic disease is no easy task [2].
Dissemination of BW by aerosols was not used on a large scale
by the Japanese and, since no other nation is reported to have
used BW in war, the effectiveness of such aerosols against human
populations in the field has not been proven and their practical
limitations have not been characterised. The same applies to
terrorist activity; mercifully the impact of BW has not been
demonstrated in practice. Estimates of the possible effects of BW
come from controlled experiments on aerosol dispersal and
animal models. Certainly, live BW will be slow-acting compared
with nuclear or chemical weapons, which is a shortcoming on the
battlefield but an advantage for terrorist activity and covert
operations against strategic sites or key personnel.

Observations on naturally occurring and experimental
infectious disease indicate that those BW which may be
available now or in the near future are unlikely to have as
devastating an effect on human life as nuclear weapons. Initial
infection rates by the respiratory and oral routes are likely to be
lower than 100% and not all initial infections would progress to
disease. The use of BW would cause sickness and some of the
agents would cause death in a proportion of the population.
Perhaps some would spread to cause wide-scale epidemics. The
extent of subsequent spread would be unpredictable but it is
unlikely to affect all members of the population. Furthermore,
given some warning by rapid diagnosis, effective prophylaxis is
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Appendix 1

Table 1. Natural biological agents

Bacteria Viruses Toxins Rickettsia
Bacillus anthracis Venezuelan equine encephalitis Botulinum Coxiella burnetti

(Q fever)
Yersinia pestis Tick borne encephalitis Ricin Rickettsia prowazekii
Francisella tularensis Russian Spring/Summer encephalitis Clostridium perfringens
Brucella species Congo Crimea haemorrhagic fever Staphylococcus enterotoxin B
Vibrio cholerae Ebola Saxitoxin
Burkholderia pseudomallei Marburg Some mycotoxins
Burkholderia mallei Smallpox
Salmonella typhi Influenza

Yellow fever



available for many diseases and could be used to prevent spread
of disease after an initial attack. Antibiotics provide effective
therapy for bacterial diseases. Also, it is sometimes forgotten
that many people survived the ancient epidemics; death rates
were rarely over 30%. Toxins are not naturally dispersed by
aerosols, so judging their possible effects by this route is
difficult. While it would be irresponsible to be complacent about
the possible effects of BW, it would also seem prudent not to
overestimate them.

The use of BW in war or terrorist activity would probably
cause some panic with consequent disruption of public services.
This would occur to some extent even if the number of
casualties was small. However, almost certainly, the panic would
be greater if the possible effects of BW had been exaggerated
beforehand.

As a basis for managing the consequences of BW attacks and
for issuing balanced and accurate information, there should be
a scientifically sound and realistic assessment of the possible
effects of those BW that are most likely to be used.

The difficulty of such an assessment is exemplified by
anthrax. Estimates based on figures for aerosol spread and the
lethal dose of anthrax spores for non-human primates have
suggested that 100 kilograms of anthrax spores spread over the
Washington DC area might cause three million fatalities [3]. On
the other hand, fatal industrial respiratory anthrax cases were
rare in mills that processed animal hides and hair, where, at the
time (1950s), anthrax spores were known to be present in the air
[4, 5, 6]. In the 1950s, 50-60 cases of anthrax occurred per year
in the USA; over 95% were cutaneous and deaths were rare
after the introduction of antibiotics [4]. In four mills processing
imported goat hair and employing about 1330 people, there
were 1-2 cases per 100 persons per year during the 7-10 years
preceding a trial of an anthrax vaccine [5]. Inhalation anthrax
occurred only rarely. During a closely monitored trial of an
anthrax vaccine over four years in the goat hair mills, 23 cases of
anthrax occurred in 754 employees who did not receive the
vaccine, and only five were inhalation cases [5]. It is possible that
mill workers might gradually become immune to anthrax, but
this would not be the case for new staff.

Additional information about the effects of anthrax comes
from the Sverdlovsk incident of 1979, when an unknown
amount of anthrax spores escaped from a Russian military
microbiological facility [7]. This clearly showed that an aerosol of
anthrax spores can cause fatal inhalation anthrax, but the
number of acknowledged deaths (77) was small in relation to
the size of the exposed population in a residential area of several
square kilometres with a population density of about 10,000 per
square kilometre [7]. The military microbiological facility
contained about 15,000 persons.

Caution must be used in judging the effects of BW on
humans in the field from the amounts that can be delivered by
aerosols and lethal doses for animal models. As mentioned
above, not all exposed persons will become infected and not all
infected persons will develop disease. Also, the susceptibility of
an animal model may be different from that of humans. During
the trial of an anthrax vaccine [5, 6], 91 cynomologuous
monkeys were exposed to air from a mill which employed about
250 people. Nineteen cutaneous, but no inhalation, cases had
occurred in the two and a half years prior to the vaccine trial. A

quarter of the monkeys died and it was estimated that they had
inhaled 1000-5000 spores over 3-5 days [6]. It appears that
these monkeys were more susceptible than man to anthrax.

Even if there are reservations about the possible catastrophic
effects on people of aerosols of anthrax spores, this biological
agent must not be underestimated. There is no doubt that such
aerosols can produce fatal inhalation anthrax in humans, and
the combined effect of some casualties and the panic that is
likely to ensue, could cause major disruption of public services.

As the example of anthrax illustrates, an assessment of the
effects of a BW attack will be difficult. These BW agents produce
diseases that are rare in normal circumstances in the UK, so
relevant information will be limited. Independent as well as
government scientists should be involved. Attention must be
given to clinical and epidemiological data of natural human
infection as well as the results of aerosol experiments with
animal models. Computer modelling of aerosol cloud travel in
different situations and of human epidemics should be used.
Also, it may be possible to model mathematically the course of
infection in individuals.

4 Assessment of the BW agents that are most likely to be
used

Although any of the agents listed in Table 1 could be used as
well as others including those produced by genetic
manipulation, the number of different BW agents likely to be
deployed by a particular perpetrator is not infinite, nor are the
circumstances in which each might be deployed.

Risk assessment should aim to determine:

• the agents that are most likely to be used by each probable
aggressor country or known terrorist group;

• the means of delivery each might use;
• the probable effects of an attack with these agents and of

the measures applied in response, even though, in the
absence of hard data, estimates of the effects may be subject
to uncertainty; and

• the probable intent of the attackers.

Such analyses might show that, in contrast to the many
theoretical BW agents that could be listed, the number likely to
be deployed in practice by each potential aggressor would be
sufficiently small to make the preparation of tailored
contingency plans feasible.

It should always be kept in mind that an attack might be
made with an unexpected agent eg an antibiotic-resistant strain
or one produced by genetic manipulation. However, the
advantage of assessing the probable agents beforehand is that
specific plans for dealing with them could be prepared,
including specific tests to identify them and the training of
laboratory staff. This would optimise the chances of rapidly pin-
pointing the agent that had been used, whilst negative results
would help by excluding those particular agents. This approach
is compatible with the well-tried procedures adopted in
microbial diagnosis in medicine which aim at the early
identification of the cause of an infection by ensuring that
methods to detect the probable causative micro-organisms are
applied as soon as possible.
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Assessment should be based upon:

• Intelligence data about the capacity of potential aggressor
states and terrorist groups to manufacture and turn into
weapons the various possible agents, or to devise novel ones,
and on their estimated willingness to deploy the different
agents. Intelligence may also be able to estimate the
probable intent of an attacker.

• Scientific information on the nature and properties of the
various pathogens and their effects, on the limitations in
manipulating them, and on the practicalities of handling the
agents and on turning them into weapons in different ways.
Use could be made of data from past studies with presumed
innocuous micro-organisms in simulated attacks.

The assessments would need co-operation from the
appropriate military establishments and should be updated as
new intelligence appears, taking into account scientific
advances that had occurred. Such analyses were made in
relation to the battlefield and the former Cold War threat to the
UK population, but it would be valuable to have them updated
for present day potential aggressors and terrorists.

The simplest example of the suggested assessment
procedure concerns independent terrorist groups using BW for
their own varying and possibly bizarre motives. The range of
possible agents could well be limited by the desire of most
terrorists to ensure their own safety, by using agents from which
they could separate themselves physically eg putting typhoid
bacilli or botulinum toxin into food, or releasing Legionnaire’s
bacilli into air-conditioning systems. Such groups might be
unlikely to deploy plague or tularaemia or viruses that require
good containment facilities for their cultivation. At first sight,
smallpox virus would seem to be an agent that is likely to be
used by terrorists because there is clear evidence of spread in
humans following accidents that are akin to possible terrorist

attacks. However, potential perpetrators may be deterred
because, like most of the population, they have not been
vaccinated.

5 Conclusions

• In the past, only naturally occurring micro-organisms and
toxins have been considered as potential BW, but over the
last decade, the derivation of additional agents has become
possible through advances in genetic manipulation and
biotechnology, a trend that will continue in the future. There
is increasing concern about the possible use of BW because
of these new potential agents and the fact that terrorists and
poor nations seeking an alternative to nuclear arms may find
them attractive.

• BW are potentially a serious threat but mercifully the scale of
their effectiveness against human populations in war and by
terrorist attack has not been proven. Observations from
natural infectious diseases indicate that BW are unlikely to
have as devastating an effect on human populations as
nuclear weapons.

• Exaggerating the possible effects of BW could increase panic
that would be likely to occur even if the number of casualties
is small. A scientifically sound and realistic assessment of the
effects in humans of the agents that are most likely to be
used should be made as a basis for managing the
consequences of BW attacks and for ensuring balanced and
accurate information about them.

• The agents that are most likely to be deployed by particular
aggressors or terrorists may be relatively few in number.
Analyses should be made, based on scientific knowledge of
the properties of the agents and intelligence data about
those countries and terrorist groups that might attack the
UK. However, it must be kept in mind that unexpected
agents might be used.
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International control measures: The Biological
Weapons Convention and its projected Protocol

G Poste and J Robinson

1 Introduction

It is commonly said that the reason why international agreement
could be reached in 1972 on the Convention on the Prohibition
of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their
Destruction, otherwise known as the Biological Weapons
Convention (BWC), was because the great powers considered
the weapons in question to be militarily worthless. Most
probably the opposite is closer to the truth. As far as Britain,
France and the United States were concerned, all of which had
invested heavily in high-technology conventional weapons as
well as nuclear weapons, it surely made no sense to continue
developing a relatively cheap technology of mass destruction
that could serve as an equaliser in the hands of some future
adversary. 

The feasibility of microbial aerosol weapons had been
established through a succession of large-area field trials that
had culminated in the Pacific in mid-1968; better now, it was
argued, to seek suppression of the technology altogether, if that
were indeed something which the new practice of ‘arms
control’ could achieve. Such a course of action would also find
favour with those who regarded the deliberate exploitation of
disease for military purposes as something that ought not to be
countenanced. 

The ancient cross-cultural taboo against fighting with poison
or pathogen, reinforced by the 1925 Geneva Protocol that
outlawed resort to chemical or biological warfare (CBW) - an
international treaty that had been observed even during World
War II - was not easy to reconcile with defence strategies
emphasising retaliatory deterrence, and therefore seeming to
require possession of CBW weapons. Conclusion of the 1972
treaty thus satisfied widely differing concerns, even interests.
Today there is pressure to build upon the treaty and bring it into
line with standards that more recent arms-control agreements
are said to have set. Appendix 2 is about possible roles for the
scientific community in this enterprise of strengthening the
BWC.

Appendix 2 accords particular emphasis to the disturbing
implications of the accelerating pace of research progress in
genetics and computer technologies for the future nature of BW
and for their design and deployment. In turn, these technical
developments will demand adoption of novel surveillance and
detection tools. The widespread use of genetics in biological
and medical research, and the increasing adoption of these
methods by diverse industrial sectors concerned with health,
agriculture, food and environmental management, will create a
dramatic upsurge in the technical ambiguities inherent in dual-
use technologies and a related increase in the complexity of
inspection and compliance requirements.

2 Objectives

There are two main considerations of a scientific and technical
nature. First, it is probable that, over the coming decades, there
will be rapid technological change in the practical application of
the life sciences, with developments in genetic technologies
being of particular importance. Second, it seems no less
probable that much of the new technology will be as applicable
to biological warfare as to the promotion of human well-being
and economic development.

For the long term, these two considerations, taken together,
do not bode well for international security. On the one hand,
our species has historically been unable to avoid exploiting the
dominant technology of the age for warfare. On the other hand,
as understanding of life processes becomes increasingly
profound, biotechnology may become capable not simply of
destroying life but of manipulating each and every one of the
processes of life, including cognition, reproduction,
development and inheritance. It therefore seems that we are
obliged to anticipate changes of a fundamental kind in the way
our species fights its conflicts. Indeed, perhaps we must now
start looking at that ancient taboo against CBW and at the BWC
it has generated, not so much as a contribution to our national
security, but as essential underpinning for the welfare and even
the survival of our species.

So for the short term, that is to say for the negotiation of the
Protocol that is to strengthen the BWC, our two considerations
become two imperatives. The Protocol must not become locked
into today’s technology, for that will soon be yesterday’s. And the
Protocol must find some way of constraining the BW application of
dual-use biotechnology while at the same time leaving unaffected
or, better still, promoting the beneficent applications in medicine,
agriculture and environmental management. As it stands, the
BWC can in principle sustain both imperatives, which is testimony
to the wisdom of its original negotiators. The treaty has this power
because it defines the weapons and activities it prohibits, not in
terms of lists that would inevitably be characteristic only of
contemporary knowledge, but in terms of intent - by using a
device of language which accommodates both technological
change and duality, the General Purpose Criterion. Thus, Article I.1
of the BWC states that its prohibitions extend to Microbial or other
biological agents, or toxins whatever their origin or method of
production, of types and in quantities that have no justification for
prophylactic, protective or other peaceful purposes.

Given a proper breadth to what is meant by “other biological
agents” (a matter that is considered in a Section 4.1), the BWC thus
draws strength from the General Purpose Criterion. A weakness,
which the Protocol is intended to remedy, is that the BWC
establishes no international procedures whereby States Parties can
acquire confidence in one another’s compliance with its obligations.
The treaty has no international verification system. The reason for
this is not oversight on the part of the negotiators. On the contrary;
Britain proposed a verification mechanism for its original draft of the
treaty, and France, while immediately enacting what was in effect
domestic implementing legislation for the treaty, remained outside
it until 1984, complaining of its lack of verification. 
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The fact of the matter is that the BWC was never supposed
to be a stand-alone countermeasure against BW. Nor was it seen
that way by the countries that had studied the weapons closely.
The function of the BWC was instead to serve as a consolidating
influence within a diverse array of countermeasures. This initially
comprised the development and maintenance of the anti-BW
protective posture expressly permitted through the General
Purpose Criterion, and national intelligence machinery that had
at least some capacity for monitoring foreign BW capability. It
expanded as national penal codes began to criminalise misuse
of pathogenic microbes and toxins, law that could also be
directed against terrorists seeking access to such agents. Later,
national export control measures would be added to the array as
an anti-proliferation measure, with efforts to harmonise the
controls subsequently being pursued through the Australia
Group. Later still, interest would arise in mobilising the resources
of international criminal law to that same end. 

Within all this, the primordial function of the BWC was to
assert a norm of abstention from BW armament, to reassert the
taboo against resorting to the use of BW, and to provide a
nucleus around which international action against transgressors
could crystallise. Incorporating compliance-verification
measures was not at that time, unlike now, seen as a cost-
effective addition to the array, especially since the technical
component of such measures was relatively undeveloped.

3 A strategy for verification

The General Purpose Criterion makes the design of a
worthwhile international verification system more difficult than
it would be, had a listing approach been used to define the
scope of the BWC. Ascertaining intent is bound to be harder
than verifying compliance with lists of prohibited items or
activities. In particular, it may demand a degree of external
intrusion into plans, premises and capabilities deeper than
affected enterprises might otherwise feel comfortable with,
especially those enterprises in the private manufacturing sector
where investment in intellectual property and capital investment
in the highly specialised equipment that may also confer
competitive commercial advantage are both higher than in
other parts of the industrial economy. 

Here, one may think, is the essence of the BWC verification
problem today, for those are exactly the enterprises where
biotechnology is being most intensively developed and
exploited, and where duality is at its most ambivalent.
Transparency is poorly compatible with the confidentialities and
privacies that are the norm in a corporate enterprise having even
the best intentions.

Yet possible solutions to the problem are rather easy to
specify, if only in principle, once duality has been identified as its
core. What duality does is provide a cheater with the cover of
legitimate activity. The cheater does not then have to hide away
all the plant, materials and activities which clandestine
armament would necessitate; only purposes would need to be
concealed, little else. Remove that cover, however, and then
everything must be concealed. 

So, for the foundation upon which confidence enough in
compliance can be built for States Parties not to desert the
treaty, what is needed is a system of measures that will operate

to reduce the degree of concealment that biotechnology-based
industry would otherwise afford to potential cheaters: a system
creating enough transparency to make the probability of
detection great enough for the industry to become
uncomfortable and inhospitable to cheaters. Their alternative
would then be to move out of the industry and enter a domain
where, if they were to escape the notice of alert watchers, they
would have to do everything in the strictest secrecy, with total
control over leaks, and without benefit of camouflage. 

Additional measures would be needed to ensure that, within
this new domain, cheaters when challenged could not simply
assume a guise of legitimate activity. With such measures in
place, the verification system would present cheaters with
discouraging choices only. States wishing to preserve the option
of BW armament might accordingly decide against joining the
BWC Protocol altogether, but in that case, if the take-up of the
new agreement were high, they would simply be drawing
attention to themselves, and special scrutiny.

This, then, is a coherent strategy of verification. Concrete
ways for putting such concepts into practice have for some
while been under examination by the diplomats and their
technical advisers who do the work of the Ad Hoc Group of
States Parties (AHG) to the BWC, which has been meeting in
Geneva since January 1995. The AHG has been taking forward
the work of an earlier ad hoc group, not of diplomats primarily
concerned with political questions and other matters of state,
but of “governmental experts”. Known as VEREX, it had been
tasked in the autumn of 1991 with studying potential BWC
verification measures purely from a scientific and technical
standpoint. 

The final report that VEREX produced, in September 1993,
addressed 21 possible verification measures. Within the AHG,
agreement is now converging on a system of three types of
measure: declarations, visits and investigations - declarations of
information about individual biological facilities having a high
potential for abuse, visits to those facilities by an international
inspectorate cognisant of the declarations, and procedures for
investigations of complaints.

Within this strategy for verification, such declarations and
visits could operate to deny the cheater the camouflage of dual-
use industry, while the possibility of investigations could menace
cheaters thus forced out of the industry by operating to ensure
that all declarable facilities were actually declared and thus
made liable to inspection visits. At the time of writing, it is still
not clear whether that strategic concept for visits within the
triad of measures will emerge intact from the consultations
between government and industry that have still to be
concluded in some countries, notably the United States. 

Moreover, a disruptive leverage on the triad may yet develop
from a different area of AHG work, namely the question of how
to, in the words of the Group’s mandate, “improve the
implementation of the Convention” in regard to Article X. This is
the article in which States Parties declare their commitment to
promoting the use of biological agents and toxins for peaceful
purposes and undertake to implement the BWC in a manner
that avoids hampering economic or technological development.
States such as China, India, Iran and Pakistan have espoused a
position holding the Australia Group harmonisation of anti-
proliferation export controls, which they know is valued highly
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within the Western Group of negotiating states, to be a
contravention of Article X.

That said, it nevertheless remains probable that all three
types of measure will figure in the Protocol as eventually agreed
(late 2000 is the newest of the targets that Western figures have
set for this, or at least for the initialling of a text acceptable to
the negotiators). We may therefore define the task ahead as
ensuring that the compromises which the negotiation will
inevitably entail do not destroy a strategy for verification that is
focused on duality. Mostly that will be a political matter, but
there are scientific and technical elements as well. It is to these
that we now turn.

4 The scientific and technical elements

Three scientific and technical elements seem particularly
important:

• the concept of “biological agent” that imbues the General
Purpose Criterion;

• the technical possibilities for acquiring information good
enough to justify an investigation; and

• the detailed specification of triggers for the declarations.

Beyond these strategic matters lie tactical ones, notably the
role of instrumentation in on-site inspection, and the scientific
and technical possibilities for enhancing that role without
threatening areas of legitimate confidentiality or privacy.

4.1 “Other biological agents”

A proper understanding of the term “other biological agents” is
being made increasingly problematic by advancing knowledge,
particularly by research in molecular genetics. More and more
ways are presenting themselves for causing harm by inducing
pathological dysregulation of natural genes in the body without
recourse to traditional pathogens. This potential expansion of
BW means, by definition, that the potential range of dual-use
activities and facilities will also expand. 

An illustration of the problem is available in the possibility of
‘integrated agents’, in which dangerous genes are inserted into
target organisms - human beings, animals or plants - to remain
‘silent/dormant’ until an attacker deems it appropriate to
activate them, by stimulating an inserted controller gene.
Whether or not that particular possibility might come to lend
itself to hostile purposes, it would seem prudent to take the
term “biological agents” in a broad rather than a narrow sense:
in the BWC to allow it to accommodate, for example, a wide
variety of natural human genes which if inserted into the
genome of individuals for malign purpose could be equally as
catastrophic as the traditional categories of pathogens. 

This sinister option is also pertinent in the context of how
‘dual-use’ facilities will come to be defined in the future.
Similarly, the term “other peaceful purposes” used in the
General Purpose Criterion is also rendered ambiguous by new
technological developments. The example just cited of how a
broad spectrum of normal human genes could produce lethal
and/or incapacitating disease means that facilities producing
such genes, or their protein products, on any significant scale
could claim ‘peaceful’ intent when the reality might be quite

different. These are matters on which the Protocol negotiators
must have guidance from scientists.

4.2 Triggering investigations, and other roles for
instrumentation

The function of investigations within the verification strategy
may be seen not only as a device for engaging cheaters driven
into secrecy by the possibility of declaration-checking visits.
Investigations may also be seen as providing the strengthened
BWC regime with the safety net of verification by challenge.
Techniques for acquiring information sufficient to trigger
investigations will also have application elsewhere within the
total array of countermeasures against BW. 

The burgeoning repertoire of biological agents and processes
with potential BW applications will demand a proportional
expansion in the diversity and complexity of the tools needed for
surveillance and detection, both for remote sensing and for on-
site inspections. In practical terms, this is a technically
problematic and expensive trend, since the categories of
surveillance/analysis methods will likely need to be increasingly
customised to respond to the perceived/declared risk.

In addition to the rapid evolution of an expanded range of
biological techniques with dual-use potential, the increasing use
of computer-based methods in research and in bio-process
control systems dictates that clues to, or definitive evidence of,
intent will require new inspectorate competencies in the
deconstruction of software programmes and the dissection of
sophisticated algorithms to detect data trails that establish the
legitimacy or illegality of the claimed intent. Once again, the
rapid pace of technical progress threatens to eclipse all but the
most sophisticated software monitoring procedures. 

Contemporary data-encryption methods predispose to
compliance evasion by enabling incriminatory ‘black’ datasets to
be fragmented by dispersal into multiple, innocuous ‘white’
datasets which can pass muster as being of beneficent purpose
while allowing the ‘black’ data to be readily constructed for
hostile purposes by re-assembly using encrypted context codes
attached to each of the dispersed data sub-units. 

Another novel vulnerability created by illicit cyber-
manipulations must also be acknowledged. Weak security of
large ‘white’ biological databases held for legitimate purpose by
industry will represent potential targets for illegal usurpation of
dual-use data by malefactors. 

Perhaps less likely, yet still conceivable as a threat to any
database lacking adequate security, would be for hostile
external parties to falsify ‘white’ databanks by planting
incriminating evidence of illicit application of dual-use
technologies in order to damage the reputation, public trust or
economic viability of a company or industrial sector, or to
embarrass a national inspectorate. In extremis, this type of data
contamination could be used to create contrived grounds for
military actions based on claimed cyber-forensic evidence rather
than traditional analytical chemical or biological assays.

4.3 Triggering declarations

The strategic role of the declarations is to set bounds to the
universe within which the international routines of the Protocol
other than investigations are applicable: to define the sectors of
biotechnological and other enterprise that are and are not to be
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subject to the Protocol’s day-to-day international controls. The
declarations must accordingly capture those parts of dual-use
civil industry where the duality is particularly conducive to BW
armament and which must therefore be made transparent
enough to discourage potential cheaters from exploiting the
duality. 

The forms that such particularly dangerous duality could take
need to be specified in terms precise enough for the proprietor
of an industrial facility to know whether the facility is of concern
and therefore must be declared - or, no less important, that the
facility is not of concern and is therefore not declarable. Such
specifications thus become the triggers for initiating the
declaration process laid down in the Protocol. A recent draft for
the Protocol uses more than ten pages to set out possible
triggers, under seven headings: Current Defensive Programmes,
Vaccine Production Facilities, Biosafety Level 4 Facilities,
Biosafety Level 3 Facilities, Work with Listed Agents and/or
Toxins, Other Production Facilities, and Other Facilities. 

Clearly the triggers will have to be defined with great care
and understanding. Getting them wrong could mean either that
the overall verification system became overwhelmed with
irrelevant information and also unnecessarily burdensome to
industry, or that parts of the industry attractive to cheaters were
left outside the system. Getting them right thus requires
intimate knowledge of how BW could be developed and made,
and of whereabouts in industry or elsewhere the requisite skills
and capacities might be found. This is rare knowledge. A few
biodefence workers may have some of it. A few people in
biotechnology-based industry may also have some of it. Few
people will have much of it, and those that do are likely to have
inhibitions about sharing it. Only scientists will be able to fill the
gaps.

Although the industrial sectors engaged in dual-use
technologies represent the principal locus of technical
knowledge and facilities that could be misapplied for malign
purposes, and thus fall logically within the inspection
requirements of the convention, it is important to recognise that
the nature of modern genetics research, and its highly
specialised laboratory/facility requirements, dictate that a variety
of governmental and academic centres can now also be
interpreted as a theoretical risk. Any facility, industrial, academic
or governmental, with large scale, on-site P3/P4 pathogen-
handling capabilities, or other facilities that allow the
production of genes, proteins, cells or micro-organisms in
production units greater than 100 litres, must be considered as a
potential site for production of BW or their precursors.

5 Industry engagement

The function of the triggers is to ensure, not that all dual-use
industry is covered by the declarations, only that its more
camouflaging weapons-conducive dualities are covered. Being a
relative matter, this is amenable to negotiation. Such negotiation,
whether between governments or between industry and
government, will be conditioned by other parts of the Protocol
negotiation, notably on what exactly is to be declared about the
declarable facilities, to whom and with what degree of
confidentiality, and, at present above all else, what the modalities
are to be for inspectorate visits to declared facilities. Several
varieties of visit, each one with variant forms and differing degrees

of access, are currently being contemplated, the chief among
them now being Randomly-Selected or Transparency Visits,
Clarification Visits, and Voluntary Assistance Visits.

For visits to serve their strategic purpose, the basic
requirement would seem to be a set of procedures that allowed
people on site - trained people from a disciplined international
inspectorate - and, while also providing for a managed access
procedure, gave them freedom to observe, to talk with site staff,
asking whatever questions they chose, and privately to record
their impressions. The purpose need not necessarily be the
validation of every item of information declared for the facility
but rather the opportunity for the inspectorate to notice
possibly significant divergences, in which event procedures for
more probing inquiries, even including the collecting and
analysis of samples, would be set in motion if the international
treaty authority so chose. In Geneva, these matters remain
controversial, which no doubt reflects the undeveloped state of
consultations between government and industry in certain
countries.

The importance of suitably rigorous training, and the
adoption of consistent, highly disciplined procedures by
inspectorate teams, is a vital prerequisite for gaining and
sustaining industry support. Previous industry experience, as
conveyed in testimony by the Pharmaceutical Research and
Manufacturers of America (PhRMA), cites considerable
dissatisfaction with bio-inspections of the past - notably ones
conducted in 1994 within the framework of the September
1992 Russo-UK-US Joint Statement on Biological Weapons -
ranging from excessive disruption of site operations to a claim of
overt industrial espionage by a Soviet bloc representative on an
inspection team. The complaints with respect to excessive time
and disruption of site operations appear to be attributable to
industrial sites being used as training exercises for national
inspectors. Industry holds the view that training can be, and
indeed should be, acquired via inspection of relevant
government laboratories, with subsequent field experience
involving industrial enterprises occurring only after appropriate
competency has been achieved.

Irrespective of the triggering circumstances for an inspection,
a managed access inspection should be pursued whenever
possible. Agreement on the nature and scope of the information
required, and the types of facilities/equipment to be inspected
physically, will greatly facilitate mutual goals and reduce
tensions. Any deviation from the agreed inspection protocol
once the inspection is underway is a guaranteed catalyst for
inflammatory exchange and heightened suspicions about
motives. Particularly troubling to industry are examples of
undeclared photography by inspection teams and unwillingness
of the inspectorate to agree to host request for subjecting inert
materials such as papers and outer clothing to decontamination
in order to prevent physical transfer of organisms or other
biological samples of proprietary significance away from the
facility. Declared removal of overt samples for analysis is, of
course, a valid element of any inspection.

Procedures must be devised to resolve disputes in cases where
the inspection team and the host company cannot agree on
inspection terms. In order to demonstrate compliance, provision
should also be made whereby the inspected party can share
information with the State Party on whose territory it is located
that it may not wish to disclose to international inspectors.
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Transparent guidelines/procedures should also be
incorporated in the inspection guidelines that allow the visited
party to protect sensitive installations and to prevent disclosure
of confidential business information not related to the object
and purpose of the visit. In carrying out their visit, the team of
inspectors should be required to comply with all legislative and
regulatory mandates applicable to the visited site with respect to
occupational health and safety, compliance with GMP
regulations and all other laws related to the protection of
personnel, animals and the environment.

In a new era of digital photography, the host facility should
be entitled to replicate all images taken by the inspectorate
before the inspectorate departs from the site using a mutually
agreed replication process. This is for mutual protection. It
allows the host to review the images for any evidence of
proprietary activities placed at risk and to communicate such
concerns immediately after the visit. It also affords the host
company protection against digital falsification of images by any
member of the inspectorate team intent on creating mischief to
damage or embarrass the host.

If, justifiably or not, the inspection team concludes that
potential violations exist, the host company should be afforded
a full listing of such claims by the State Party on whose territory
the facility exists to provide the company with the opportunity
to explain and/or refute the allegations for purposes of the
formal record. This protection is necessary to prevent erroneous
release of black propaganda about a company, with resulting
risk of damage to its public standing or economic well-being.

Much of the relevant industry is subject to intrusive forms of
surveillance by government already. Corporations benefit from
assurances thus imparted to the outside world and its
marketplaces. Would they not also benefit from duality-control
measures under the BWC that were capable of reassuring a
public that is increasingly mistrustful of their industry, as yet for
reasons unrelated to biological weapons? Surely they would.
One may therefore think that, if experienced industry people
were engaged in the negotiation of terms for declarations and
visits under the Protocol, with support from the highest levels of
their industry, there could be a worthwhile outcome. But if there
were no such high-level engagement of the industry - if contacts
with negotiators instead continue to be left to trade-association
officials, who are duty-bound, unless instructed otherwise, to be
unwelcoming towards outside encroachment - then the present
opportunity would surely be lost.

That conclusion appears well supported by what has
happened with the Convention on the Prohibition of Chemical
Weapons (CWC). This is a treaty opened for signature in 1993
and now in its third year of full implementation. Unlike the
BWC, the CWC contains an elaborate international verification
system, which is operated from The Hague by 500 staff at its
headquarters and in its inspectorate. The system still has major
problems awaiting solution - notably, though not exclusively,
ones created by the United States after signature of the treaty
(as in the continuing failure of the United States to submit the
industry-data declarations required by the treaty, and in the
exemption it is asserting from a sampling provision crucial to
challenge inspection). That said, it remains the case that the
CWC verification system is required to function within a civil
manufacturing industry having dualities much like those of the
industry that the negotiators of the BWC Protocol are

contemplating. Indeed, there is substantial overlap between the
two, for toxins whatever their method of production, are
expressly covered by both treaties. With justification we can
assert that there would be no CWC today if the chemicals
industry worldwide had not become involved in its negotiation
from the mid-1980s onwards.

The central CWC negotiating issue at that time, namely the
content of the declarations-plus-visit control regime and its
triggering by schedules of chemicals, is mirrored by the central
BWC Protocol issue today, which is how to structure a
declarations-plus-visits regime that will be effective without at
the same time unduly burdening, endangering or otherwise
constraining the industry.

6 Importance of continuing scientific advice

A second parallel between the CWC and the BWC is that both
treaties use a General Purpose Criterion to define their scope.
Responsiveness to technological change no less than control of
duality is as much a requirement of the CWC as the BWC. This
points to the need for one further form of input from scientists
into the BWC Protocol enterprise.

The experience of implementing the CWC is now drawing
attention to a feature of the regime that ought to have been
apparent from the start: the CWC’s General Purpose Criterion
necessarily reaches beyond the chemicals listed in the CWC’s
Schedules, meaning that its proper implementation is effectively
beyond the competence of the international authority in The
Hague, whose powers of initiative are formally circumscribed by
the Schedules. Putting the Criterion fully into effect is therefore
a task that falls by default to the National Authorities, which are
the national bodies that the CWC requires each State Party to
establish “in order to fulfil its obligations”. 

If the British CWC National Authority is anything to go by,
these bodies, as currently constituted, are already overstretched
simply in functioning as liaison between the chemicals industry
of their countries and the international authority in The Hague.
They have become obliged to see their primary duties as
gathering the requisite industrial data for the declarations they
must compile and transmit to The Hague, and then supervising
on-site visits from the inspectorate. They have no time left for
monitoring in any serious fashion the outer reaches of the
General Purpose Criterion that lie beyond the CWC trigger-list
schedules. 

The consequent tendency of the CWC National Authorities is
either to ignore altogether the work necessitated by this critical
part of the Convention - its provision for ensuring that the
verification system keeps up with new knowledge and changing
technology - or to leave it to the national chemical defence and
scientific intelligence communities or even to contract it out to
private business, the interests of none of which can be expected
exactly to parallel those of the CWC.

For the BWC Protocol the lesson from this seems clear. Not
only must the Protocol establish strong national authorities
along the lines of the CWC, but those national bodies must also
have access to the best possible scientific advice from
independent sources, and should be expected to heed it. The
possible reconvergence of chemical and biological armament
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suggested in our discussion of “other biological agents”
underscores the importance of establishing such well-advised
BWC National Authorities. Without such an arrangement, the
BWC and its Protocol may simply lapse into obsolescence at just
the time when our security, even the future of our species, most
needs a vigorous and assertive treaty regime.

7 Dealing with illicit activities

The work in Geneva on the BWC Protocol is making slow but
steady progress, although, as always in such international
enterprise, its pace and final outcome remain sensitive to the
domestic politics of key negotiating countries. Success will
strengthen the consolidating role of the BWC within the overall
array of legal, political, military and technological
countermeasures now available against BW. This it may do by, for
example, enhancing the ability of national intelligence machinery
to discriminate between licit and illicit activities. And it will amplify
the norm of abstention from BW armament, thereby increasing
the political costs of transgression and the probability of
concerted international action against transgressors. 

The Protocol itself, in its present draft form, prescribes action
to be taken to ensure compliance and to “redress and remedy”
any situation contravening provisions of the BWC or the
Protocol. Like the CWC, which here it largely copies, the
Protocol does not specify what precise forms the action should
take, but instead assigns that decision, as and when an instance
occurs, to the projected Conference of BWC States Parties,
which is given the option of referring the matter on to the
United Nations. 

However, recent experience suggests that the likelihood of
this process imposing effective sanction upon a transgressor

may not always be great, meaning that additional steps may
need to be taken. In this regard, it might be worth instituting
consultations expressly on the question of how the international
community, broadly or narrowly defined, should deal with states
that persist in developing BW or that have actually used them.
The fact that the Protocol would have reaffirmed the norm
against such behaviour would have the effect of broadening the
range of options available. There might be value, too, in
intergovernmental action that brought biological (and chemical)
weapons armament within the purview of international criminal
law, thereby enabling individuals, not only states, to be held
responsible for illicit activities, whatever their nationality.

8 Conclusions

The core problem facing the negotiators of the BWC Protocol is
having to ensure both that the Protocol keeps up with scientific and
technological change and that it places confidence-building
constraint on maleficent application of dual-use biotechnology in
biological armament without damaging beneficent application in
medicine, agriculture and environmental management. 

The solution lies in properly verified implementation of the
General Purpose Criterion which the BWC uses to define its scope.
This requires, first, the active and constructive involvement of
biotechnology-based industry and, second, the best possible
scientific advice. That advice is especially needed for guidance on the
proper scope of the term “biological agent” used in the General
Purpose Criterion, for formulation of the triggers that are to govern
international on-site inspection under the Protocol, and, once the
Protocol is in force, the proper scope of operations of the BWC
National Authorities.
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National control measures: Management of the
consequences of biological weapon attacks on
civilians

J Smith and PG Blain

1 Introduction

The consequences of a successful BW attack would be sickness
in some of those directly exposed to the biological agent,
possibly spread of infection from the initial cases to others, and
perhaps panic. The numbers of sick, the nature and severity of
their illness, and the degree of panic would depend upon the
nature of the BW agent deployed, the scale of the attack and
how it was mounted; these aspects would in turn depend upon
the intent of, and the resources available to, the attacker.

In considering management of the consequences of an attack, a
BW agent may be considered to fall into one of three groups:
• pathogenic by the respiratory route but poorly or non-

transmissible eg anthrax, Legionnaire’s disease;
• pathogenic by the respiratory or intestinal routes and

transmissible from person to person eg smallpox, typhoid; and
• non-infectious biological products eg botulinum toxin.

Two examples may illustrate how management could differ
between these groups.

• Anthrax, dispersed into the air as an aerosol of spores, would
cause severe acute pulmonary infections in a proportion of
those who had inhaled some of the aerosol, but it would not
spread significantly from person to person to cause an
epidemic. Management would involve diagnosis and
treatment of casualties and decontamination. There would
nevertheless be difficulties, as few doctors will have had
experience of the disease and specialist advice would be
essential. Supplies of appropriate antibiotics might be limited
in the event of a large-scale attack, whilst vaccine would be
of little value unless it could be both manufactured and used
before exposure.

• Smallpox, which could spread to cause an epidemic, would
present the urgent need to isolate as well as treat patients
and, possibly, the enforcement of a cordon sanitaire by the
appropriate authorities. The resources of the National Health
Service (NHS) could be insufficient if there were large
numbers of casualties, causing problems not only in
providing clinical care but also in managing such issues as the
protection of staff and the decontamination of ambulances.
Vaccination would be valuable, but supplies of smallpox
vaccine are nowadays very limited and manufacturing
capacity is not currently available.

Potential BW include not only particularly dangerous
pathogens, such as smallpox or tularaemia turned into weapons
for military purposes, but also less dangerous agents, such as
food-poisoning organisms, which terrorists might use - or claim
to have used, for example, in order to demand money from a
food manufacturer. This spectrum of possibilities needs to be
taken into account when considering the management of BW
attacks.

Early identification of the agent deployed in any attack, together
with well-prepared and tested response plans for managing the
most likely forms of attack, would contribute greatly to
minimising the consequences. Owing to the possibility that a
BW agent may have been genetically manipulated, for example
to induce resistance to antibiotics or immune defences, it is also
necessary to examine rapidly its biological properties.

2 The response to natural outbreaks of infection

There are well-tried arrangements in place in the UK (and in
many other countries) for the detection, investigation and
control of outbreaks of disease caused by microbial pathogens.
Attacks with BW upon civilian targets will have many features in
common with such natural outbreaks and their management
should therefore exploit the civilian arrangements and
experience that are described here.

2.1 Statutory responsibilities

Health and Local Authorities, through their respective
departments of Public Health and of Environmental Health, are
responsible for most aspects of the prevention and control of
infectious illness in the community, and they have statutory
powers to enable them to discharge these duties. Each Health
Authority employs a Consultant in Communicable Disease
Control (CCDC) trained in infectious disease epidemiology.
Clinical care of affected patients is managed by the NHS Trust
hospitals and family doctors. Laboratory support is provided by
hospitals and, in England and Wales, by the Public Health
Laboratory Service (PHLS). In managing outbreaks in the
community, these bodies generally work closely together, and
more serious or larger outbreaks will also involve Regional
Directors of Public Health, Regional Epidemiologists (who are
employed by the PHLS) and the Department of Health (DoH).

2.2 The Public Health Laboratory Service and the Scottish
Centre for Infection and Environmental Health

The PHLS is a major resource for contributing to the
management of outbreaks in England and Wales, and it would
be potentially of equal value in dealing with BW attacks upon
civilian targets - indeed, it was created in 1938 specifically to
help deal with possible wartime BW attacks upon the UK. It is
composed of three linked parts:

• Peripheral laboratories strategically located in hospitals
across England and Wales. These provide diagnostic
microbiology and expertise to their local hospitals and to
public health and environmental health departments,
including support for the investigation and control of
outbreaks.

• The Central Public Health Laboratory (CPHL) in Colindale,
London, where the main PHLS Reference Laboratories are
located. These provide expertise, including epidemiological
sub-typing, for their several specialist fields of microbiology.
CPHL has facilities for identifying dangerous pathogens and
in this work collaborates with the Centre for Applied
Microbiology and Research (CAMR), at Porton Down.

• The Communicable Disease Surveillance Centre (CDSC), also
at Colindale, which is staffed by infectious disease
epidemiologists. CDSC is responsible for the national

Measures for controlling the threat from biological weapons | July 2000 | 15

Appendix 3



surveillance of microbial diseases and for providing expert
epidemiological support for the investigation of outbreaks
anywhere in the country. Its Regional Services Division
includes the Regional Epidemiologist of every Health Region
of England and Wales and provides support to Northern
Ireland.

The constituent parts of the PHLS are managed and co-
ordinated by its Headquarters at Colindale. It is understood that
the PHLS is currently revising and updating its own plans for
responding in the event of a suspected BW attack.

In Scotland, the equivalent of CDSC is the Scottish Centre for
Infection and Environmental Health.

2.3 Detection of outbreaks

The more quickly an outbreak is detected, the more likely it
becomes that it can be controlled before large numbers of
people are affected. Outbreaks of infection may be detected
locally when an increase in the prevalence of a particular
infection is noticed, often by the CCDC or the local PHLS
laboratory. They may also be detected by the PHLS through its
national surveillance, which can be remarkably sensitive. For
example, salmonella contamination of imported Peperami
salami sticks was discovered after only 15 nationally-distributed
cases of infection with an unusual salmonella serotype had been
identified. These infections were rapidly traced to the food
article responsible by means of a case-control study, in which a
structured questionnaire was administered to patients and
matched controls, supported by tests upon samples of the
suspect food by the reference laboratory. Numerous other
examples could be cited.

2.4 Handling an outbreak

There are many aspects to dealing with an outbreak, including: co-
ordination of the response; care of affected patients; identification
of risk groups; case-finding; identification of the causative agent,
its source and the route by which it infects people, such as via the
air, food, or water; implementation of measures to decontaminate
the source and to control the vehicle(s) of infection; use of
immuno- and chemoprophylaxis; provision of information to the
public and the media, including potentially life-saving guidance
about the symptoms and signs of illness that might be due to the
agent, and about precautions to be adopted. Two of these aspects
are commented upon below.

2.4.1 Co-ordination of the response

It is usual to set up an outbreak control team to co-ordinate all
aspects of the response. The team will have a chairperson, who
will often be the CCDC, and it will normally include a local
public health and an environmental health officer, a clinician,
and a microbiologist, who may be from the PHLS. In more
serious outbreaks it can be valuable to include the Regional
Epidemiologist and a PHLS microbiologist and epidemiologist
with expertise in the scientific study of the suspect agent. In any
event, the team can call upon the expertise and services of the
PHLS. The team must ensure clear lines of decision and
responsibility, and that all appropriate expertise is fully utilised. It
should also be responsible for the preparation of a report about
the episode, which should include any lessons for handling
future outbreaks.

2.4.2 The causative agent and its source

The early identification of the cause of the outbreak is of critical

value to most aspects of an effective response. Identification of
the agent and its sensitivity to antibiotics, of its source(s), and
also of the route by which it spreads, frequently depends upon
expert clinical, epidemiological and microbiological
investigations. The clinical and epidemiological description of
the early cases will often indicate the probable infection route
and suggest the range of pathogens likely to be responsible. In
diagnostic microbiology, whether applied to patients or to
environmental samples, trained staff will normally apply
techniques designed to identify rapidly the pathogen
responsible, by the use of methods selective for the range of
probable pathogens in a given situation, whilst less specific (but
often slower) methods will also be included to ensure that
unlikely pathogens are not missed.

3 The response to BW attacks on civilian targets

3.1 Response plans

If the existing arrangements for managing outbreaks are to be
exploited in dealing with BW attacks, it would be valuable for
those concerned - Local and NHS Health Authorities and the
PHLS, together with the DoH and the corresponding bodies in
Scotland and Northern Ireland - to prepare plans to guide their
response, based on the procedures adopted for handling
natural outbreaks. Their plans should be co-ordinated with
those of the other authorities that must be involved, such as the
Ministry of Defence (MOD) and the Home Office and their
military and police forces, which may have lead responsibility for
managing the episode.

Response plans should take into account the results of
assessments made of the most likely BW agents that might be
deployed by potential aggressor states and known terrorist
groups, and of how they might be deployed. Such assessments
would also be useful in guiding the training of clinicians and
laboratory staff in the diagnosis of unusual infectious diseases.

The preparation of realistic plans may well highlight issues for
which action is advisable before the event, such as the need for
training suitable laboratory staff in the rapid identification of
rare infectious agents. Selected clinicians could be trained in the
diagnosis and care of these rare diseases, and printed clinical
guidelines prepared for distribution when needed; for these
tasks, doctors with relevant experience (eg from working in the
tropics) could be especially valuable. The assessment of the likely
BW agents that could be deployed would help in prioritising
these training needs. Planning might also clarify a need to move
ahead on such questions as the supply of beds or respirators, the
creation of isolation facilities, the identification of key staff for
vaccination or chemoprophylaxis, or the identification of
suitable boundaries for setting up cordon sanitaires in the event
of serious attacks. The creation of stocks of appropriate
decontamination materials, antibiotics and vaccines should be
considered, although this could, in some cases, be costly -
nevertheless, the USA is understood to be preparing a stockpile
of smallpox vaccine. It may also be possible to arrange for
emergency access by the DoH to any existing stockpiles of
therapeutic products held by other agencies, such as the
military, or by other countries.

Response plans should be, if possible, tested in simulated
episodes. Whilst outbreaks are usually handled well in the UK,
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when problems occur they often relate to poor collaboration
and confusion of responsibilities between the individuals and
authorities concerned, and sometimes to a reluctance to call
upon specialist expertise. The potential for demarcation
problems with the chain of responsibility becomes greater with
outbreaks involving more than one Local or Health Authority,
and in a BW scenario there are added potential areas of
confusion owing to the essential involvement of the police and
other authorities. In PHLS experience, outbreak-handling is
facilitated when those involved know each other, have worked
together previously, and follow agreed procedures. Practice
exercises can foster such good working relationships and help to
identify and resolve problems before the event.

Response plans must not only take into account both dangerous
and less dangerous BW agents, but also:

• measures appropriate to local episodes, involving one or only
a few Local Authorities and NHS Health Districts;

• measures for dealing with regional episodes; and
• measures for widespread, national episodes.

Prior agreement of clear lines of responsibility would be
important in each case.

It is advisable for the planning to include both ‘generic’ and
‘specific’ aspects.

• ‘Generic’ plans. It may be assumed that the Government
holds contingency plans for dealing with major emergencies
and disasters. These plans will include general aspects of the
response, such as mobilisation of police or hospital staff, as
well as measures applicable to specific sorts of emergency.
General aspects are equally important in the response to
large and small BW attacks and must be included in the
planning. The ‘generic’ plans would be followed until they
could be supplemented or changed once the BW agent
deployed was identified.

• ‘Specific’ plans. The control measures required to handle a
BW attack will be most effective when tailored to the specific
BW agent used. This may be unknown at first, but the more
rapidly the cause can be established, the more quickly can
specific measures be applied. Although it may not be feasible
to prepare specific plans for all potential BW agents, it may
well be practicable to cover the most likely agents that could
be deployed by those countries and known terrorist groups
that might attack the UK.

3.2 Detection of an attack

Intelligence data would be of prime importance in detecting BW
attacks, and long-range detection methods might reveal that an
attack was being mounted. There are also increasing
possibilities of identifying specific agents at a distance. These
procedures are presumably the province of the military but may
have applications to detecting covert attacks upon civilian
targets. It would be useful for the civilian authorities to be
generally aware of the technologies and resources available to
the military for the detection and identification of candidate BW
agents.

Some BW attacks could be particularly difficult to detect, in
particular if the attack were made covertly, its effects insidious, and
it caused illness similar to that prevalent in the population.

Detection could then depend heavily on alert surveillance which, as
mentioned earlier, can be very sensitive. It would be made more
effective if CDSC (and its equivalent in Scotland), together with
selected laboratories trained in the identification of likely BW
agents, were alerted whenever intelligence revealed a heightened
risk of an attack, especially if the range of possible agents likely to
be deployed by the aggressor had been assessed.

3.3 Handling a BW attack

The response to a BW attack on civilian targets should follow the
general principles applied in natural outbreaks, as discussed
above, but two particular aspects should be mentioned:
informing the public and analysis of the attack.

3.3.1 Informing the public

In natural outbreaks, informing the general public and the
media can be very demanding. It is likely to be more so in the
event of a BW attack. The information given needs to be as
reliable as possible, and especially in the case of infections not
normally seen in the UK (eg plague, tularaemia, pulmonary
anthrax, etc), there would be advantages in preparing printed
material in advance so that it would be immediately available in
the event of an attack.

The dissemination of reliable prior information to the general
public before the event should also be considered. Reliable
information for key personnel would be a necessary part of the
process of preparing, testing and updating the response plans,
and many of these key staff could have an important role in
informing others in the event of an attack. For example, CCDCs
could well be key people for giving information through the
media in their health districts, and the Health and Safety Officers
of factories, etc, could serve in providing sound guidance to
employees. But the provision of appropriate general information
to the public before the event could also be beneficial. 

There would be constraints, for example, in respect of
information obtained by secret intelligence, and there is a risk of
causing undue concern. The frequent BW hoaxes reported from
the USA may be a consequence of its wider publicity in that
country. But some public statements have been exaggerated
and unnecessarily alarmist. Whilst some BW agents could have
consequences of the sort conveyed by the phrase ‘the poor
man’s nuclear weapon’, there are aspects that might be
relatively reassuring to the public. Many less dangerous BW
agents, especially if deployed on a small, local scale, would not
have devastating effects; several agents can be rapidly detected;
and the clinical effects of many agents can be prevented or
treated. It could also be reassuring for the public to be aware
that vigilance is maintained and tested management plans are in
place.

3.3.2 Analysis of an attack

The opportunity must be grasped to study an attack scientifically -
to secure hard data to guide response to possible subsequent
attacks. Studies should include thorough clinical and sub-clinical
case-finding, documentation of the clinical outcome of each case,
quantification of the numbers of BW micro-organisms in samples
of food, water and air, documentation of the public’s reactions,
and studies of the biological agent deployed, as this may also yield
firm ‘fingerprint’ evidence to link the attack to a suspected source.
Such research and observational studies should be planned in
advance in order to implement them without delay: they should
form an integral part of response plans.
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4 Conclusions

• The consequences of a BW attack upon civilian targets would
vary greatly, depending on the nature of the agent deployed,
the scale of the attack, and how it was mounted.
Management of the consequences of an attack would
involve scientific, medical and administrative measures,
together with military intelligence and advice, and requires
overall co-ordination of these activities. Management would
be most effective if the response had been well-planned and
tested in simulated attacks, and when it could be tailored to
the particular, identified BW agent deployed.

• Management of the consequences of BW attacks should
exploit the existing arrangements for handling natural
outbreaks of infection. These involve, in particular, Public and
Environmental Health Authorities, NHS Trust Hospitals, the
Public Health Laboratory Service and the Scottish Centre for
Infection and Environmental Health.

• The detection of BW attacks may be difficult, not least in the
case of covert, small-scale attacks or where a novel agent
was deployed. Detection should involve the existing national
surveillance centres, and these should be informed about
likely BW agents and alerted whenever intelligence sources
suggest an increased risk of attack. Selected laboratories
should be trained in the identification of the likely BW
agents.

• Clinical care and treatment could be difficult, especially in
large-scale attacks with agents causing diseases that few
doctors would have encountered. Selected clinicians should
be trained in the diagnosis and care of such diseases. The
need for additional isolation and treatment facilities should
be considered, as well as of countermeasures such as
vaccines and antimicrobial agents.

• Countering alarmist misinformation about BW should be
considered. Whilst BW are frightening, and novel BW agents
could be especially so, in nature most dangerous pathogens
are not 100% infectious, not all infections progress to clinical
disease or to death, many can be treated effectively, and
planned management can minimise their effects. Also, many
of the potential BW agents that might be deployed by
terrorists are much less dangerous than those that may have
been turned into weapons in the past for military use. There
are also problems facing an aggressor who wishes to use BW
and more easily-deployed alternatives are available, such as
explosives. Information provided to the public should be
soundly-based, and suitable material also should be prepared
in advance so that it is immediately available in the event of
an attack.

• The characteristics of all features of any attack, including the
effects of the management measures, should be analysed
carefully in order to learn lessons to guide plans for
responding on future occasions.
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